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(54) INFORMATION PROCESSOR 

(57)Abstract: 

PURPOSE: To inhibit the information processors other than the 
appointed from using the same storage medium by storing the 
proper information different from each other for each 
information processor to write these information in a 
replaceable storage medium and reading out the proper 
information to compare it with the proper information stored in 
a storage means when the storage medium is loaded into the 
information processor. 

CONSTITUTION: When an access instruction is issued to an FD 
(floppy disk) (S1), an FDD (floppy disk drive) reads the proper 
information out of the FD (S2). Then a CPU reads the proper 
information out of a ROM (S3). It is decided whether the 
relevant proper information was read out of the FD. When the 
coincidence is confirmed between both proper information, it is 
decided that the relevant FD has never received any access. 
Thus the processing proceeds to S9. Then the proper 

information read out of the, ROM is written into the FD, and an [ \Y'iyrty*x&is\> I ftfc 

access is granted and carried out (S6, S7). If no coincidence is 
confirmed between both proper information, the processing 
proceeds to S5. Then an access is granted when the 
coincidence is secured between the proper information read out 
of the FD with that read out of the ROM. When no coincidence 
is secured, no access is granted respectively. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 
[Claim] 

[Claim 1] In the information processor which reads and processes data from an exchangeable storage When 
equipped with a peculiar information storage means to memorize a peculiar information different for every one 
equipment, the write-in means which writes the aforementioned peculiar information in the storage in which the 
aforementioned exchange is possible, and the aforementioned storage, The information processor characterized 
by establishing the comparison means in comparison with the peculiar information which reads the peculiar 
information memorized by this, storage and is memorized by the aforementioned peculiar information storage 
means. 

[Claim 2] The information processor characterized by to establish a comparison means compare a reading 
means perform reading of the write-in means and the information which write in an information to the 
exchangeable storage which made an information peculiar to a medium memorize beforehand, and a peculiar 
information storage means memorize the peculiar information read by this reading means with the peculiar 
information memorized by this peculiar information storage means and the peculiar information memorized by 
the aforementioned storage. 

[Claim 3] The claim 1 characterized by establishing an access prohibition means to forbid the access to a 
storage as a result of the comparison by the aforementioned comparison means when both the peculiar 
information is not in agreement, or an information processor given in two. 

[Claim 4] The aforementioned write-in means is the information processor of the claim 3 publication 
characterized by having the means which writes an access prohibition information in a storage as a result of 
the comparison by the aforementioned comparison means when both the peculiar information is not in 
agreement. 

[Claim 5] The aforementioned access prohibition means is the information processor of the claim 4 publication 
characterized by having a means to forbid the access to the storage with which the aforementioned access 
prohibition information was written in. 

[Claim 6] An information processor given in any 1 term of claim 1 **** 5 characterized by establishing an 
encryption means to encipher in case the peculiar information memorized by the aforementioned peculiar 
information storage means is written in a storage. 



[Translation done;] 
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Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DETAILED D ESCRIPTION . r . \ 

[Detailed description] 
[0001] 

[Field of the Invention] this invention relates to a use management of the storage in the information processor 

using the exchangeable storage of a word processor, a personal computer, etc. 

[0002] 

[Prior art] From the former, when supplying application software etc. to a personal computer etc., the storage 
that carrying and circulation of a floppy disk, a magneto-optic disk, etc. are easy and cheap is used, the case 
where such a storage is used — a purchaser him, in order to prevent use by the user of an except, and the 
use on two or more equipments The number of timess of installation, such as a hard disk, are recorded to a 
storage, are not made not to make installation more than the number of times of a convention perform, or The 
user information which records the user information to the storage at the time of first-time installation, and 
was recorded at the time of installation of the 2nd henceforth is displayed, it warned or the same information 
was made to input. 
[0003] 

[Object of the Invention] However, the same user was able to be able to install also with other users and 
equipments in the technique of recording the number of times of installation, if it is less than a number of times 
of a convention, and to install in two or more equipments by the technique of recording an user information. 
[0004] Moreover, since the content was seen or rewritten also by whom when it had the same equipment or 
same software when the document created with the word processor was recorded to the above storages, there 
was a possibility of leading to a secret leakage. As this invention is made in view of the above-mentioned point 
and the same storage cannot be used with other information processors in the information processor using the 
storage in which the above exchange is possible, it aims at preventing an unauthorized use of software, a 
leakage of secret papers or the alteration by others of the content of storage, etc. 
[0005] 

[The means for solving a technical problem] In the information processor which reads and processes data from 
an exchangeable storage in order that this invention may attain the above-mentioned purpose When equipped, 
with a peculiar information storage means to memorize a peculiar information different for every one equipment, 
the write-in means written in the storage for which the peculiar information is exchangeable, and a storage, The 
comparison means in comparison with the peculiar information which reads the peculiar information memorized 
by the storage and is memorized by the above-mentioned peculiar information storage means is established. 
[0006] Or it may be made a comparison means compare a reading means perform reading of the write-in means 
and the information which writes in an information to the exchangeable storage which made the information 
peculiar to a medium memorize beforehand, and a peculiar information storage means memorize the peculiar 
information read by the reading means with the peculiar information memorized by the peculiar information 
storage means and the peculiar information memorized by the aforementioned storage establishing. 
[0007] Moreover, in each above-mentioned information processor, as a result of the comparison by the above- 
mentioned comparison means, when both the peculiar information is not in agreement, it is good to establish an 
access prohibition means to forbid the access to a storage. 

[0008] Moreover, as a result of the comparison by the above-mentioned comparison means, when both the 
peculiar information is not in agreement, as for the write-in means in this information processor, it is good to 
have the means which writes an access prohibition information in a storage. 

[0009] In this case, as for the access prohibition means in the above-mentioned information processor, it is 
good to have a means to forbid the access to the storage with which the above-mentioned access prohibition 
information was written in. 

[0010] Moreover, in each above-mentioned information processor, you may be made to establish an encryption 
means to encipher in case the peculiar information memorized by the above-mentioned peculiar information 
storage means is written in a storage. 
[0011] 

[Operation] According to the 1st above-mentioned invention, an information peculiar to equipment can be 
given, the peculiar information can be written in a storage, and the storage can distinguish whether it is what 
was used with the information processor from next time by comparing both. 

[0012] Moreover, according to the 2nd above-mentioned invention, an information peculiar to a medium can be 
given, the peculiar information can be written in the storage means in the mainframe of equipment, and the 
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storage can distinguish whether it is what was used with the information processor from next time by 
comparing both. 

[0013] Moreover, since according to the 3rd above-mentioned invention the access to the storage will be 
forbidden as a result of a comparison if both peculiar informations differ, the use of those other than a specific 
information processor can be prevented. 

[0014] Moreover, since according to the 4th above-mentioned invention an access prohibition information will 
be written in the storage as a result of a comparison if both peculiar informations differ, it can distinguish 
whether the storage may be used by other information processors. 

[0015] Moreover, since all accesses after receiving the storage with which the access prohibition information 
was written in are forbidden according to the 5th above-mentioned invention, it can avoid performing the 
access to the storage used unjustly also at once. 

[0016] Moreover, since according to the 6th above-mentioned invention a peculiar information is enciphered 
and written in in case a peculiar information is written in a storage, it can prevent analyzing and rewriting a 
peculiar information. 
[0017] 

[Example] Hereafter, the example of this invention is concretely explained based on an accompanying drawying. 
Drawing 2 is the whole one example block block diagram of the information processor by this invention. The 
keyboard for an user doing the direct input of a character, the numeric value, etc., or the display (henceforth 
CRT) which displays the data-processing section among which one in drawing performs an operation, radial 
transfer, etc. of data, the information as which 2 was inputted, and the result of an operation, and 3 giving an 
instruction, and 4 are floppy disks (henceforth FD) which are a write-in means slack floppy disk drive 
(henceforth FDD), and the storage which 5 can exchange. 

[0018] Drawing. 3. is the block block diagram showing the detail of the data-processing section 1. A data 
processor 1 Processing of a program execution and data, An operation CPU10 to perform, As temporary 
storage of ROMIt the control program, the peculiar information on the equipment, etc. are beforehand 
remembered to be, DMAC (direct memory access controller)12 which controls delivery of the data of an 
external connection device and DRAM 13, and data, or a work area at the time of a program execution With the 
video-signal processing circuit 15 and the battery 17 which process the data outputted to the video interface 
14 for connecting DRAM 13 and CRT2 which are used, and CRT2 It consists of the SCSI interface 19 and the 
keyboard interface 20 for connecting SRAM16 and the SCSI controller (SPC) 18 by which the content of 
storage is held, and FDD4. In addition, CPU10 also plays a role of the comparison means in this invention, an 
access prohibition means, and an encryption means. 

[001 9] Drawing 4 is the memory map of this information processor, and ROM field, I/O field, RAM field, the 
register field, and VRAM field are assigned from the low order side (0th street) of the address. Drawing 5 is a 
part of content of ROM field of memory in dxawmjg.4 , and data called the serial number "00001234" as a 
peculiar information are stored in the 100th street. The value different for every one equipment is set 
beforehand, and an user cannot rewrite this data. Drawing 6 is the content of the specific field in FD5 (for 
example, the 1st truck), and the serial number different for every one FD is beforehand memorized by the 
sector 1 (here 01005555). Moreover, a sector 2 is an area for writing in the peculiar information on the 
mainframe of equipment. The data "10 million" in which it is shown that drawing 6 is an initial state which is not 
yet accessed once, and is not accessed in this phase are memorized. 

[0020] Next, an operation of this example is explained with reference to the flow chart of drawing 1 . If there is 
an access instruction of FD5 at step S1 first, FDD4 reads a peculiar information (all over drawing, it is written 
as a "number") from the 1 sector truck 2 in FD5 (step S2), and CPU 10 will read a peculiar information from the 
100th street of ROM1 1 continuously (step S3). Next, it judges whether the peculiar information read from FD5 
in step S4 is "10 million." If it is "10 million", since the FD5 does not have the career accessed in the past, it 
will progress to step S9, FDD4 will write the peculiar information "00001234" read from ROM1 1 in the sector 2 
of FD5, and it will permit and perform an access (steps S6 and S7). The status of FD5 at this time is shown in 
drawing 7 . This shows henceforth that FD5 is accessed by the equipment with the peculiar information of 
"00001234." 

[0021] In step S4, when it was not "10 million", FD5 would be accessed with some equipment in the past. In 
this case, it progresses to step S5 and judges whether the peculiar information read from FD5 and the peculiar 
information read from ROM11 are in agreement. If both are in agreement, since FD5 will be used by the same 
equipment as before, it will permit and perform an access (steps S6 and S7). However, since FD5 tends to be 
used with the equipment different from before when both are not in agreement at step S5, an access is 
forbidden in that case and this routine is ended. 

[0022] Thus, since it forbids an access in making the peculiar information on a mainframe memorize in FD, 
comparing the peculiar information in FD with the peculiar information in a mainframe at the time of a future 
access and not being in agreement when accessing FD first, it can prevent using the same FD with two or more 
equipments. 

[0023] Next, other examples of this invention are explained. Drawing 8 shows the content of the specific field in 
FD5 in this example (for example, truck 1), and the serial number of FD5 and the peculiar information (serial 
number) on a mainframe are recorded like the example of the above [ the sector 1 and the sector 2 ]. 
Prohibition information data are recorded by the sector 3, and when an access except the equipment which 
accessed first is not performed (that is, there is no unjust use), "00000000" is recorded like drawing 8. 
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However, when an unjust access tends to be performed also at once, "10000001" is recorded by the sector 3 
as shown in drawing 9 . 

[0024] An operation of this example is explained with reference to the flow chart of drawingJO . In addition, the 
same step number is given to the same processing as drawing 9 . If there is an access instruction of FD5 at 
step S1 first, the prohibition information data (all over drawing, it is written as prohibition data) of a sector 3 
will be read at step S10. next, if it judges and differs [ whether this data is "00000000" and] at step S1 1 1 if 
there is use unjust in the past namely,, a routine will be ended as it is If prohibition information data are 
"00000000", the peculiar information in FD5 and a mainframe is read and compared like the above-mentioned 
example, and an access will be permitted and performed if in agreement. "10000001" which means access 
prohibition as prohibition information data is written in a sector 3 at the same time it forbids an access, since 
unjust use tends to be carried out when both are not in agreement (step S12). 

[0025] It becomes impossible that thus, record in FD the data in which it is shown that it was going to use the 
same FD with different equipment, and no equipment uses after it FD which it was going to use [ once or ] 
unjustly by reading and judging this data when it is going to access FD. 

[0026] Next, the example of further others of this invention is explained with reference to the flow chart of 
drawing 1 1 . In addition, the same step number is given to the same processing as drawing 1 . In this example, 
the peculiar information (serial number) recorded by the sector 2 of FD5 is enciphered according to the fixed 
rule. Then, if there is an access instruction of FD5 at step S1 first, after reading a peculiar information (serial 
number) from the sector 2 of FD5 at step S2, the inverse transformation of this will be carried out to the 
information on original at step S20. The peculiar information read from FD5 by this can be compared now with 
the peculiar information in mainframe ROM11. When the peculiar information which read from FD5 and carried 
out the inverse transformation is "10 million", since the FD5 does not have the career accessed in the past, 
after it enciphers the peculiar information read from mainframe ROM11 at step S21, it is written in the sector 2 
of FD5 in step S9. For example, if it was set to "72619801" as a result of changing the peculiar information 
"00001234" on ROM11 according to a fixed rule, this value is written in the sector 2. By this, FD5 understands 
that there is already accessed career. 

[0027] If in agreement as compared with the peculiar information which progressed to step S5 and was read 
from ROM11 when the peculiar information which read from FD5 and carried out the inverse transformation in 
step S4 is not "10 million", the access to FD5 is granted a permission and performed (steps S6 and S7), if not 
in agreement, an access will be forbidden and a routine (step S8) will be finished. 

[0028] Thus, since the peculiar information is enciphered even if it is going to analyze FD5 by a certain 
technique and it is going to rewrite the content of a sector 2 by enciphering the peculiar information written in 
in FD according to a certain fixed rule, an unauthorized use becomes difficult. 

[0029] Next, the example of further others is explained with reference to the flow chart of drawing 1 2 . 
Although the peculiar information read from the inside of mainframe ROM1 1 was written in FD5 in the example 
mentioned above, the serial number currently beforehand recorded by the sector 1 of FD5 is stored in a 
mainframe in this example. If there is an access instruction of FD5 at step S1 first, the sector 1 and the sector 
2 of FD5 will be read at step S30, and the serial number memorized by SRAM16 at step S31 will be read. Next, 
it judges whether the content read from the sector 2 at step S32 is "10 million." If it is "10 million", since FD5 
does not have the career accessed in the past, it will progress to step S34, it will write the serial number read 
from the sector 1 in SRAM16, will rewrite a sector 2 to "10000001" at step S35, and will permit and perform an 
access of FD5. Since SRAM16 is backed up by the battery 17, even if it turns off the power of equipment, the 
content does not disappear, but it can distinguish now henceforth that FD5 was accessed by the equipment. 
[0030] When the content of a sector 2 was not "10 million", FD5 might be accessed in the past. It progresses 
to step S33 and the serial number read from the sector 1 is compared with the serial number read from 
mainframe SRAM16. if both are in agreement, since FD5 will be first accessed by the equipment — an access - 
- authorization and execution — carrying out (steps S6 and S7) — when not in agreement, since FD5 is 
accessed by the beginning with other equipments, the access by the equipment is forbidden (step S8), and 
finishes this routine 

[0031] Thus, when accessing FD first, SRAM of a mainframe is made to memorize the serial number currently 
recorded by FD, the serial number in FD is compared with the serial number in SRAM at the time of a future 
access, and since it forbids an access in not being in agreement, it can prevent using the same FD with two or 
more equipments. 
[0032] 

[Effect of the invention] As explained above, according to the information processor by this invention, at the 
time of the 1 st access Or the peculiar information beforehand memorized by the exchangeable storage is 
stored in the mainframe of equipment, the storage which can exchange for the mainframe of equipment the 
peculiar information memorized beforehand — Since the access to a storage is forbidden when the peculiar 
information in a mainframe is compared with the peculiar information in a storage from the 2nd access and both 
are not in agreement It becomes impossible to use the same storage with two or more equipments, and the 
perusal and the alteration of the content (secret papers etc.) of storage of a storage by inaccurate use and the 
inaccurate third person of software can be prevented. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL FIELD 

[Field of the Invention] this invention, relates to a use management of the storage in the information processor 
using the exchangeable storage of a word processor, a personal computer, etc. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
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1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not .be translated. 
3.1n the drawings, any words are not translated. 



PRIOR ART 

[Prior art] From the former, when supplying application software etc. to a personal computer etc., the storage 
that carrying and circulation of a floppy disk, a magneto-optic disk, etc. are easy and cheap is used, the case 
where such a storage is used — a purchaser — him, in order to prevent use by the user of an except, and the 
use on two or more equipments The number of timess of installation, such as a hard disk, are recorded to a 
storage, are not made not to make installation more than the number of times of a convention perform, or The 
user information which records the user information to the storage at the time of first-time installation, and 
was recorded at the time of installation of the 2nd henceforth is displayed, it warned or the same information 
was made to input. 
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Japan Patent Office is not responsible for any 
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2.**** shows the word which can not be translated. 
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EFFECT OF THE INVENTION 

[Effect of the invention] As explained above, according to the information processor by this invention, at the 
time of the 1st access Or the peculiar information beforehand memorized by the exchangeable storage is 
stored in the mainframe of equipment, the storage which can exchange for the mainframe of equipment the 
peculiar information memorized beforehand — Since the access to a storage is forbidden when the peculiar 
information in a mainframe is compared with the peculiar information in a storage from the 2nd access and both 
are not in agreement It becomes impossible to use the same storage with two or more equipments, and the 
perusal and the alteration of the content (secret papers etc.) of storage of a storage by inaccurate use and the 
inaccurate third person of software can be prevented. 
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EFFECT OF THE INVENTION 

[Effect of the invention] As explained above, according to the information processor by this invention, at the 
time of the 1st access Or the peculiar information beforehand memorized by the exchangeable storage is 
stored in the mainframe of equipment, the storage which can exchange for the mainframe of equipment the 
peculiar information memorized beforehand — Since the access to a storage is forbidden when the peculiar 
information in a mainframe is compared with the peculiar information in a storage from the 2nd access and both 
are not in agreement It becomes impossible to use the same storage with two or more equipments, and the 
perusal and the alteration of the content (secret papers etc.) of storage of a storage by inaccurate use and the 
inaccurate third person of software can be prevented. 



[Translation done.] 



http://www4.ipdl.jpo.gojp/cgi-bin/tran_web_cgi_ejje 



2002/06/27 



1/1 V 



* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL PROBLEM 

[Object of the Invention] However, the same user was able to be able to install also with other users and 
equipments in the technique of recording the number of times of installation, if it is less than a number of times 
of a convention, and to install in two or more equipments by the technique of recording an user information. 
[0004] Moreover, since the content was seen or rewritten also by whom when, it had the same equipment or 
same software when the document created with the word processor was recorded to the above storages, there 
was a possibility of leading to a secret leakage. As this invention is made in view of the above-mentioned point 
and the same storage cannot be used with other information processors in the information processor using the 
storage in which the above exchange is possible, it aims at preventing an unauthorized use of software, a 
leakage of secret papers or the alteration by others of the content of storage, etc. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



MEANS 

[The means for, solving a technical problem] In the information processor which reads and processes data from 
an exchangeable storage in order that this invention may attain the above-mentioned purpose When equipped 
with a peculiar information storage means to memorize a peculiar information different for every one equipment, 
the write-in means written in the storage for which the peculiar information is exchangeable, and a storage, The 
comparison means in comparison with the peculiar information which reads the peculiar information memorized 
by the storage and is memorized by the above-mentioned peculiar information storage means is established. 
[0006] Or it may be made a comparison means compare a reading means perform reading of the write-in means 
and the information which writes in an information to the exchangeable storage which made the information 
peculiar to a medium memorize beforehand, and a peculiar information storage means memorize the peculiar 
information read by the reading means with the peculiar information memorized by the peculiar information 
storage means and the peculiar information memorized by the aforementioned storage establishing. 
[0007] Moreover, in each above-mentioned information processor, as a result of the comparison by the above- 
mentioned comparison means, when both the peculiar information is not in agreement, it is good to establish an 
access prohibition means to forbid the access to a storage. 

[0008] Moreover, as a result of the comparison by the above-mentioned comparison means, when both the 
peculiar information is not in agreement, as for the write-in means in this information processor, it is good to 
have the means which writes an access prohibition information in a storage. 

[0009] In this case, as for the access prohibition means in the above-mentioned information processor, it is 
good to have a means to forbid the access to the storage with which the above-mentioned access prohibition 
information was written in. 

[0010] Moreover, in each above-mentioned information processor, you may be made to establish an encryption 
means to encipher in case the peculiar information memorized by the above-mentioned peculiar information 
storage means is written in a storage. 
[0011] 



[Translation done.] 
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OPERATION 

[Operation] According to the 1st above-mentioned invention, an information peculiar to equipment can be 
given, the peculiar information can be written in a storage, and the storage can distinguish whether it is what . 
was used with the information processor from next time by comparing both. 

[0012] Moreover' according to the 2nd above-mentioned invention, an information peculiar to a medium can be 
given, the peculiar information can be written in the storage means in the mainframe of equipment, and the 
storage can distinguish whether it is what was used with the information processor from next time by 
comparing both. 

[0013] Moreover, since according to the 3rd above-mentioned invention the access to the storage will be 
forbidden as a result of a comparison if both peculiar informations differ, the use of those other than a specific 
information processor can be prevented. 

[0014] Moreover, since according to the 4th above-mentioned invention an access prohibition information will 
be written in the storage as a result of a comparison if both peculiar informations differ, it can distinguish 
whether the storage may be used by other information processors. 

[0015] Moreover, since all accesses after receiving the storage with which the access prohibition information 
was written in are forbidden according to the 5th above-mentioned invention, it can avoid performing the 
access to the storage used unjustly also at once. 

[0016] Moreover, since according to the 6th above-mentioned invention a peculiar information is enciphered 
and written in in case' a peculiar information is written in a storage, it can prevent analyzing and rewriting a 
peculiar information. 
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EXAMPLE 

[Example] Hereafter, the example of this invention is concretely explained based on an accompanying drawying. 
Drawing 2 is the whole one example block block diagram of the information processor by this invention. The 
keyboard for an user doing the direct input of a character, the numeric value, etc., or the display (henceforth 
CRT) which displays the data-processing section among which one in drawing performs an operation, radial 
transfer, etc. of data, the information as which 2 was inputted, and the result of an operation, and 3 giving an 
instruction, and 4 are floppy disks (henceforth FD) which are a write-in means slack floppy disk drive 
(henceforth FDD), and the storage which 5 can exchange. 

[0018] Drawing 3 is the block block diagram showing the detail of the data-processing section 1. A data 
processor 1 Processing of a program execution and data. An operation CPU 10 to perform, As temporary 
storage of ROM1 1 the control program, the peculiar information on the equipment, etc. are beforehand 
remembered to be, DMAC (direct memory access controller)! 2 which controls delivery of the data of an 
external connection device and DRAM13, and data, or a work area at the time of a program execution With the 
video-signal processing circuit 15 and the battery 17 which process the data outputted to the video interface 
14 for connecting DRAM13 and CRT2 which are used, and CRT2 It consists of the SCSI interface 19 and the 
keyboard interface 20 for connecting SRAM1 6 and the SCSI controller (SPC) 18 by which the content of 
storage is held, and FDD4. In addition, CPU10 also plays a role of the comparison means in this invention, an 
access prohibition means, and an encryption means. 

[0019] Drawing 4 is the memory map of this information processor, and ROM field, I/O field, RAM field, the 
register field, and VRAM field are assigned from the low order side (0th street) of the address. Drawj_ng_5 is a 
part of content of ROM field of memory in drawing 4 , and data called the serial number "00001234" as a 
peculiar information are stored in the 100th street. The value different for every one equipment is set 
beforehand, and an user cannot rewrite this data. Drawing 6 is the content of the specific field in FD5 (for 
example, the 1st truck), and the serial number different for every one FD is beforehand memorized by the 
sector 1 (here 01005555). Moreover, a sector 2 is an area for writing in the peculiar information on the 
mainframe of equipment. The data "10 million" in which it is shown that drawing 6 is an initial state which is not 
yet accessed once, and is not accessed in this phase are memorized. 

[0020] Next, an operation of this example is explained with reference to the flow chart of drawing 1 . If there is 
an access instruction of FD5 at step S1 first, FDD4 reads a peculiar information (all over drawing, it is written 
as a "number") from the 1 sector truck 2 in FD5 (step S2), and CPU10 will read a peculiar information from the 
100th street of ROM1 1 continuously (step S3). Next, it judges whether the peculiar information read from FD5 
in step S4 is "10 million." If it is "10 million", since the FD5 does not have the career accessed in the past, it 
will progress to step S9, FDD4 will write the peculiar information "00001234" read from ROM11 in the sector 2 
of FD5, and it will permit and perform an access (steps S6 and S7). The status of FD5 at this time is shown in 
drawing 7 . This shows henceforth that FD5 is accessed by the equipment with the peculiar information of 
"00001234." 

[0021] In step S4, when it was not "10 million", FD5 would be accessed with, some equipment in the past. In 
this case, it progresses to step S5 and judges whether the peculiar information read from FD5 and the peculiar 
information read from ROM1 1 are in agreement. If both are in agreement, since FD5 will be used by the same 
equipment as before, it will permit and perform an access (steps S6 and S7). However, since FD5 tends to be 
used with the equipment different from before when both are not in agreement at step S5, an access is 
forbidden in that case and this routine is ended. 

[0022] Thus, since it forbids an access in making the peculiar information on a mainframe memorize in FD, 
comparing the peculiar information in FD with the peculiar information in a mainframe at the time of a future 
access and not being in agreement when accessing FD first, it can prevent using the same FD with two or more 
equipments. 

[0023] Next, other examples of this invention are explained. Drawing 8 shows the content of the specific field in 
FD5 in this example (for example, truck 1), and the serial number of FD5 and the peculiar information (serial 
number) on a mainframe are recorded like the example of the above [ the sector 1 and the sector 2 ]. 
Prohibition information data are recorded by the sector 3, and when an access except the equipment which 
accessed first is not performed (that is. there is no unjust use), "00000000" is recorded like drawing 8. 
However, when an unjust access tends to be performed also at once, "10000001" is recorded by the sector 3 
as shown in drawin g 9 . 

[0024] An operation of this example is explained with reference to the flow chart of drawing 10 . In addition, the 



http://www4.ipdljpo.gojp/cgi-bin/tran_web_cgi_ejje 



2002/06/27 



2/2 v 



same step number is given to the same processing as drawing 9 . If there is an access instruction of FD5 at 
step S1 first, the prohibition information data (all over drawing, it is written as prohibition data) of a sector 3 
will be read at step S10. next, if it judges and differs [ whether this data is "00000000" and ] at step S11, if 
there is use unjust in the past namely,, a routine will be ended as it is If prohibition information data are 
"00000000", the peculiar information in FD5 and a mainframe is read and compared like the above-mentioned 
example, and an access will be permitted and performed if in agreement. "10000001" which means access 
prohibition as prohibition information data is written in a sector 3 at the same time it forbids an access, since 
unjust use tends to be carried out when both are not in agreement (step S12). 

[0025] It becomes impossible that thus, record in FD the data in which it is shown that it was going to use the 
same FD with different equipment, and no equipment uses after it FD which it was going to use [ once or ] 
unjustly by reading and judging this data when it is going to access FD. 

[0026] Next, the example of further others of this invention is explained with reference to the flow chart of 
drawing 1 1 . In addition, the same step number is given to the same processing as drawing 1 . In this example, 
the peculiar information (serial number) recorded by the sector 2 of FD5 is enciphered according to the fixed 
rule. Then, if there is an access instruction of FD5 at step S1 first, after reading a peculiar information (serial 
number) from the sector 2 of FD5 at step S2, the inverse transformation of this will be carried out to the 
information on original at step $20. The peculiar information read from FD5 by this can be compared now with 
the peculiar information in mainframe ROM11. When the peculiar information which read from FD5 and carried 
out the inverse transformation is "10 million", since the FD5 does not have the career accessed in the past, 
after it enciphers the peculiar information read from mainframe ROM11 at step S21, it is written in the sector 2 
of FD5 in step S9. For example, if it was set to "72619801" as a result of changing the peculiar information 
"00001234" on ROM1 1 according to a fixed rule, this value is written in the sector 2. By this, FD5 understands 
that there is already accessed career. 

[0027] If in agreement as compared with the peculiar information which progressed to step S5 and was read 
from ROM11 when the peculiar information which read from FD5 and carried out the inverse transformation in 
step S4 is not "10 million", the access to FD5 is granted a permission and performed (steps S6 and S7), if not 
in agreement, an access will be forbidden and a routine (step S8) will be finished! - ■ ' 
[0028] Thus, since the peculiar information is enciphered even if it is going to analyze FD5 by a certain 
technique and it is going to rewrite the content of a sector 2 by enciphering the peculiar information written in 
in FD according to a certain fixed rule, an unauthorized use becomes difficult. 

[0029] Next, the example of further others is explained with reference to the flow chart of drawing J 2 .". 
Although the peculiar information read from the inside of mainframe ROM1 1 was written in FD5 in the example 
mentioned above, the serial number currently beforehand recorded by the sector 1 of FD5 is stored in a 
mainframe in this example. If there is an access instruction of FD5 at step S1 first, the sector 1 and the sector 
2 of FD5 will be read at step S30, and the serial number memorized by SRAM16 at step S31 will be read. Next, 
it judges whether the content read from the sector 2 at step S32 is "10 million." If it is "10 million", since FD5 
does not have the career accessed in the past, it will progress to step S34, it will write the serial number read 
from the sector 1 in SRAM16, will rewrite a sector 2 to "10000001" at step S35, and will permit and perform an 
access of FD5. Since SRAM16 is backed up by the battery 17, even if it turns off the power of equipment, the 
content does not disappear, but it can distinguish now henceforth that FD5 was accessed by the equipment. 
[0030] When the content of a sector 2 was not "10 million", FD5 might be accessed in the past. It progresses 
to step S33 and the serial number read from the sector 1 is compared with the serial number read from 
mainframe SRAM16. if both are in agreement, since FD5 will be first accessed by the equipment — an access - 
- authorization and execution — carrying out (steps S6 and S7) — when not in agreement, since FD5 is 
accessed by the beginning with other equipments, the access by the equipment is forbidden (step S8), and 
finishes this routine 

[0031] Thus, when accessing FD first, SRAM of a mainframe is made to memorize the serial number currently 
recorded by FD, the serial number in FD is compared with the serial number in SRAM at the time of a future 
access, and since it forbids an access in not being in agreement, it can prevent using the same FD with two or 
more equipments. 
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DESCRIPTION OF DRAWINGS 
[An easy explanation of a drawing] 

[ Drawing 1 ] It is the flow chart which shows processing at the time of FD access by the information processor 
of one example of this invention. 

[ Drawing 2 ] It is the whole information-processor block block diagram by this invention. 

[ Drawing 3 ] It is the block block diagram showing the detailed configuration of a data processor 1 shown in 

drawing 2 . 

[ firawing.4 ] It is drawing showing the memory map of the information processor by this invention. 

C Drawing 5 ] It is drawing showing the content of ROM shown in drawing 4 . 

[ Drawing 6 ] It is drawing showing the content of the specific field in FD. 

[ Drawing 7 ] It is drawing showing other content of the specific field in FD. 

[Drawing 8] It is drawing showing the content of further others of the specific field in FD. 

[ Drawing 9 ] It is drawing showing other content of the specific field in FD further again. 

[ Drawing 10 ] It is the flow chart which shows processing at the time of FD access by the information 

processor of other examples of this invention. ^ 

[ BTAwi.nK.li] It is the flow chart which shows processing at the time of FD access by the information 
processor of the example of further others of this invention. 

[ Drawing 12 ] It is the flow chart which shows processing at the time of FD access by the information 

processor of other examples further again of this invention. 

[An explanation of a sign] 

1: Data processor 2:CRT display 

3: Keyboard 4:floppy disk drive 

5: Floppy disk 10:CPU 

11:ROM 16:SRAM 

17: Backup battery 
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